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What are loT? M2M?

Generally: a network of networks which
enables to identify digital entities and physical
objects

= Whether they are inanimate (including plants) or animate (animals and
human beings) — directly and without ambiguity, via standardized electronic
identification systems and wireless mobile devices, and thus make it possible
to retrieve, store, transfer and process data relating to them, without
discontinuity between the physical and virtual worlds” (Benghozi, Bureau,
Massit-Folléa, 2008)

Conceptually: new identities for objects

= “Things having identities and virtual personalities operating in smart spaces
using intelligent interfaces to connect and communicate within social,
environmental, and user contexts” ((Eposssmart systems working group, M.A
Feki- Internet of things design Talks)

Technically: an extension of the Internet

= Naming system and reveals a convergence of digital identifiers in the sense
that it is possible to identify digital information (URL website addresses for
instance) and physical elements (like a pallet in a warehouse, or a sheep in a
herd) in a standardized way (Mohamed Ali - Ecole de printemps sur I'Internet
des Objets & Technologies M2M — Hammamet, Tunisie)




loT ? * From the user point of view: a
new space for general innovative
services linked to the real world

M2M?
* Architecture of communication
services

= “The role of M2M is to establish the conditions that allow a device to
(bidirectionally) exchange information with a business application via a
communication network”, (M2M communications — a system approach, D.
Boswarthick, O. Elloumi, O. Hersent, wiley ISBN 978-1-119-99475-6)




The ADREAM project

Architectures Dynamiques Reconfigurables de systemes
Embarqués Autonomes Mobiles (Architectures for Dynamic and

Reconfigurable Embedded systems having Autonomy and Mobililty
properties)




The ADREAM Smart Building _
LAAS-CNRS

The full ADREAM Platform

— Photovoltaic panels on roofs =
and south-oriented walls

— Ground-coupled heat
exchanger

.

BN
— 3 heat pumps coupled to ~ jrmz=""
Geothermic probes -
* And Also

* a “Living lab” of 1700m?
— Technical platforms: 500m?, including a flat, sensors, robots ...
— Offices: 700m?



ADREAM: supervision system

* Database:
— Building operation parameter setting : T°, time slots, etc
— Building supervision
— Data collection every 1 to 5 min of 7000 inputs coming from all

Sensors - |
o P e F T — :
¢ Open supervision SyStem orsene: = &e] |

— PCVUE software
— Coupled to a database
— Data command/control
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ADREAM: measurements

Heating, Ventilation,
Conditioning

— 650 points of measurement and i
regulation — ] Lol
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* Lighting: 3700 measurement| —
points esrmer [Fe 22 I0¢7 [T
— Movement and illumination sensors | < +» ¢ Lo° L5 LIS
* Electricity: 500 data collected

— power consumption, production

 Environmental data =
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— Irradiance, Solar spectrum, « = & Wl n TG
Atmospheric pressure, ... “
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»Zolertia

* Plateform WSN.

* Low powered.

* Compatible PHIDGETS.

* Support Contiki et TinyOS

.
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* Plateform WSN domotic

Certifiées ZigBee Pro 2007.
* Zigbee Home Automation
et Zigbee Smart Energy.

Plateform M2M semi-
open source RESTful.
Norme ETSI M2M.
Interoperability with
Zighee and 6LowPan.

BEENETIE

Wireless Netwark Systems

* Plateform WSN
802.15.4 BEENETIC.

* Made forLAAS

* Low powered.

*  Microcontroler 454 MHz
1GB Linux Debian 7.0.

*  Numerical and anlogical I/0

* Java,Phyton, C/C++,...

AXISA
COMMUNICATIONS
, -\
o ® — n
- )
D-Link
Building Networks for People
L

* Cameras PTZHD
* Resolution 720p HDTV

and H.264.
*  Microphone and HP

* Sensor presence

KINECT

Detect moving.
Micro

|
|

s

Electrical shutter
Remote command
with Zigbee.




ADREAM: A complex system of

system

— Several companies from equipment to programming

— Who is "responsible" in the chain: bug, maintenance,
responsibility

— Latency in correcting problems

— All generally "open" but with some black boxes

— Industrial lack of experience in this kind of software
integration (initially they had ten separate software
and data bases)

=> Need of standardized architecture



ADREAM: Life of the building

— Difficulty to maintain:
e Alteration of the building
* Specific need for experiments

— Problems related to the sensors:
e Qutside sensors Temperature changed
* Faulty thermostatic sensors atmosphere
* Model not properly informed

— Problem on automata:
e Bad programming
e Controller itself

= Need to manage the dynamic configuration of the building



ADREAM: complex data

* Non-intuitive or badly named data ww=
( P H V . N 2 . O N D 2 . U TI L- EJ ) % SQLQuery2.sql - G...er (dadream (79))| SQLQuenyl.sq] -_G...ef (dacheam any | :

* Interface/GUI: TR
— Errors in positioning equipment —

[T Résuttats {3 Messages
U bl d : h h G U I Chrono Name Value Qualty  Description
i n u S a e ata W I t O ut t e 1 PHV.N2OND2.STRA UCC 334 192 Tension Ent
2 12934173300.. PHV.N2OND3STRALUCC 2 192 Tension Ent
. . . 3 12994173300.. PHV.N2OND3.STRAPCC 579599975585938 192 Puissance £
—_— D a ta W I t h b a d u n ItS Ca u S e d d I S p | a y e r ro rS * 4 12994173300.. PHV.N2OND3UTILIAC 25 192 Intenste del
* 5 12994173300.. PHV.N2OND2UTILPAC 628 192 Puissancec
E I . W kW _|[|l8 12994173300 PHV.N2OND3UTILPAC 588 192 Puissancec
Xa m p e . ) ) sees S|l 7 12994173300.. PHV.NOONDA.UTILET 4640130997041 192 Energietota
8 12994173300.. PHV.NO.OND1.UTILCPTI 3795 192 Tempsdini
. 9 12994173300.. PHV.NO.OND4UTILEJ 6.88314437866211 192 Energie jour
Y CO m p u ta tl O n a | p ro b | e m Of S Oﬁwa re 10 12994173300.. PHV.N2OND2.UTILEJ 429699993133545 192 Energie jour
11 12994173300.. PHV.SYNT.BATP_ACT 17480 192 Sythese Pr
12 12994173300.. PHV.KIMO.OND1_1.TENSION MES 8.31616687774658 192 Mesure Ten
. . 13 12994173300.. PHV.KIMO.OND2_1.TENSION MES 338.673980712891 192 Mesure Ten
Y E | e C t r I C m e t e r S I n S t a I | e d b u t n O t 14 12994173300.. PHVKIMO.OND3_1.TENSION.MES 326405731201172 192 Mesure Ten
15 12994173300.. PHV.KIMO.OND8_1.TENSION MES 310635528564453 192 Mesure Ten
. * * 16 12994173300.. PHV.KIMO.OND6_1.TENSION MES 196,1318359375 192 Mesure Ten
17 12994173300.. PHV.KIMO.ONDS_1.TENSION MES 285,626007080078 192 Mesure Ten
C O n ﬁ g u r e d C O r re Ct | y (fa Ct O r 1 O’ 18 12994173300..  PHV.KIMO.OND10_1TENSION MES 320363159179688 192 Mesure Ten
R T . e ) 19 12994173300.. PHV.KIMO.OND12_1.TENSION.MES 293736171722412 192 Mesure Ten
1 O O O . S e ttl n e m I r I C a | || 20 12994173300.. PHV.KIMO.OND3 TENSION.MES 340711059570313 192 Mesure Ten
esee . g p P P —— 5*\ '''''''''''''' - . -

« || (@ Exécution de requ... | GTB-ADREAM\SQLSERVER (10.50... | dadream (79) | master | 00:00:00 | 1000

Lg1 C

=Strong Needs to improve data
management
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 M2M promotes to connect billions of machines in near future
covering multiple domains

’ is hi i ETSI(__ )\
The M2M market is highly fragmented with many players across \\\%///

numerous vertical domains < World Class standards
H IB (EUROPE) s is"//
e ETSIM2M and OneM2M are working on a standardized U AN) ( S,\)
horizontal service platform for M2M interoperability @ m
* Create an OpenSource community on loT (KOREA) CCSA
05 Q NA)

* Produce an OpenSource platform TI (TA)/

* Need to have a large number of contributors
® Follow the teChnO|Ogy Source: ETS| M2M




What is OM2M ?

The OM2M - Open M2M platform
Open Source -> Eclipse Project
Standardized -> ETSI-compliant
Interoperable -> RESTful API
Extensible -> OSGI-based
M2M service platform




OM2M functional architecture

« Service Capability Layer (SCL) including a set of common services for M2M interoperability.
 An SCL can be deployed on the Network domain, or on the Device and Gateway domain.
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v @R
@ 5l =1 | g\

Device and Gateway domain

B -
dla | "

l : xSCL

M2M
DSCL Network
L _ : .
Q i Service capability layer (SCL)
/ &@f’ <
M2M Legacy

Network domain




OM2M primitive procedures

e OM2M implements a
RESTful API.

 All M2M communications
are performed based on
simple primitive
procedures.

oMm2M
primitive
procedures




ETSI M2M hierarchical resource

tree structure

<sclBase-of-D/G/S>

Each SCL data model is
structured using a standardized
resource tree.

The resource can be easily
triggered using simple CRUD
requests.

Service capability layer resource tree

—  “attribute” )

scls

applications

“attribute”

e
-

‘attribute”

i’ )
bscipions |

Ibscriptions

subscriptions |L| <scl>

subscriptions

<applicationAnnc>

“attribute”

<groupAnnc>

groups

containers |

accessRights

subscriptions ——

discovery

subscriptions

subscriptions

<containerAnnc>

members

subscriptions

containerinstances

membersContent

[

“attribute”

i

<application>

accessRights

containers

subscriptions

notificationChannels

subscriptions

10

{ oldest

accessRights
applications

containers

subscriptions
notificationChannels
m2mPocs

attachedDevices




OM2M resources tree:

_ LAAS-CNRS
AJAX web interface

' OM2M SCL xq 3
€« cCn 192.168.0.2 Qe S B8 e =
Gscl_1/applications /lamp_1/containers/DESCRIPTOR/contentinstances/Cl_161885875 -
Gscl 1 Attributes of the Contentinstance CI_161885875
* scls
Nscl 1 Name of attribute Value
subscriptions creationTime 2013-10-29T23:53:07.620+01:00
mgmtObjs
* applications lastModifiedTime 2013-10-29T23:53:07.621+01:00
temperature_1
humidity_1 delayTolerance 2013-10-30T03:13:07.619+01:00
luminosity_1
lamp_1 contentType
= containers
= DESCRIPTOR Content of the Contentinstance CI_161885875
= contentinstances
= Cl_161885875 Name Value
= subscriptions
= subscriptions type lamp
= DATA ‘ =
L deviceld lamp_1
= subscriptions
" groups unit
= accessRights
= subscriptions location home
= notificationChannels
fan_1 getData HomeGateway/applications/lamp_1/containers/DATA/contentinstances
subscriptions /latest/content
mgmtObjs
e containers _directGetData | HomeGateway/applications/lamp_1/IpRetargeting/ik0.output.0
* groups
« accessRights seton | HomeGateway/applications/lamp_1/IpRetargeting/ik0.output.0.true
¢ subscriptions L]
* discovery setOff | HomeGateway/applications/lamp_1/IpRetargeting/ik0.output.0.false




oBIX: Open Building Information

Exchange

“oBIX is a standard for RESTful Web Services-based interfaces
to building control systems. oBIX is about reading and writing data over
a network of device using XML and URIs, within a framework specifically
designed for building automation.”

Wikipedia

* open —all technical details freely available
* Building —any and all building systems

* Information — pertinent system data
 eXchange — interoperability

OBIX

orenstiog ormaimione OMASIS [

Advancing open standards for the information society




OM2M building blocks

° OM2M runs on tOp : Generic -i: Comm :I Interworking :: Specific Device : : Security :I Additional |
Of an OSGl EqUinOX i Processing :i ProtocoLBir:iinﬂg :i Proxy i: Manag.e_mei\tI i i :i Services i
runtime. I e | rl:l: I HE R HE%D Ew|

- s Il EL .0l 8l aliil 2hiza )] 528 |35 ]| 2]

* EaChSCLlnCIUdeS : (@) I: —H! 8 | :| % g |: S :E§| :: E | %g c 8 S |

. . I | | a | o [l i [ © o ||
required plugins and | i L, | SRRl HESERIES
. ] . [l =7 |
is build as an Eclipse - e —— — e ——— S — S ——— |
prOdUCt USing TYChO. 0SGi EQUINOX framework
Java Runtime Environment
OM2M Operating System
main components .
. araware
diagram
| R  The CORE plugin routes received
[ o] request to the correct controller.
| 3 . .
E— N corerman e |t checks access rights, persist data,
- ) 2] _ . o . .
cheseics g L o == = notifies interested subscribers, do
— j —— request redirect or resource
r {l / Rﬁ Resurce_DAO a .
.o — e . announcement if needed.
\\ ] - - \\ * |t discovers and interfaces with
Autonomri,(I:Jg(:i:mputing \F'nidgets_lv1zmpingplugin(|§mu_sewice DB_Dri[\)/:r_:::\g’ii;j) Other plugins.




Communication protocol

binding plugin

COAP client

Other Machine

Request
Protocol
TargetID: resourceURI independent
Method: RETRIEVE/ CREATE/ Request
UPDATE/ DELETE / EXECUTE
RequestingEntity username/
password

Representation: XML 7

Response

Status: OK, CREATED/
NOT_FOUND, Etc.

URI: location Protocol
Representation: XML independent
Response

Service Capability Layer (SCL)

LAAS-CNRS

,'/I/.egacy é
_Devices ™




OM2M building blocks LAAS-CNRS

public interface ClientService {
public ResponseConfirm sendRequest (RequestIndication requestIndication);
public String getProtocol() ;

public interface SclService {
public ResponseConfirm doRequest (RequestIndication requestIndication);

}
public interface IpuService {
public ResponseConfirm doCreate (RequestIndication requestIndication);
public ResponseConfirm doRetrieve (RequestIndication regquestIndication);
public ResponseConfirm doUpdate (RequestIndication requestIndication) ;
public ResponseConfirm doExecute (RequestIndication requestIndication) ;
omAB_ public ResponseConfirm doDelete (RequestIndication requestIndication) ;
OM2M public String getAPOCPath();
. OMADM £ionitor }
main components
diagram
y AR
( \ CORE plugin
HTTP_Mapping plugin
Client Service Device_Manager Request_Redirector
= 2]
HTTP_Client \\k \ E:I Resource_A .aouncer
Resource_Controller — B —
gl
$:|’/ Resurce_DAO
HTTP_Serviet / \
g | g
Interwoking_Proxy I ‘Zvent_Notifier
[
Autonomic_Computing \ Phidgets_Mapping plugin C DB_Driver Plugirb
plugin IPU_Service DB_SeNicel
Autonomic_Computing Phidgets_Monitor Phidgets_Controller 0O0DB_Driver




* Autonomic computing:
Self-healing, Self-
optimization, Self-protection

Self-configuration,

— FRAMESELF: Multi-model

loop

— Logics,

graph grammars,

models, timed automata

autonomic

queuing

Framework Administration

' Requests For '
Analyzer Change Planner
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Managed System
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Admmvslratlon

MAPEK _Admin
KB Admin

|
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Event_Filter

2]
_Sender _
2 ] ]
Event_Masker. onitor_Manager|[Event_Agregator

Rule Policies I

Models
m Plans
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Transiation Infrastructure

Legacy System




FRAMESELF LAAS-CNRS

— Models for FRAMESELF
* Logics
* Graph grammars
* Queuing models

 Timed automata

Initial P2 collecting_evt texec>1 sending_evt tsend e> sénding_ack
Inital >©@) oy N '
2 1=0 A texec:=0 ~ ¥  tsend_e:=0 N
3 se 1 ack<=25

texecs

processing_evt C

tr=0

routing_evt (5
tre

te1
twait=0

waifing CS
tw

wait>

tsend_n:=0|

send_notification final_c1
K tsend_n> @ trecep>
trecep:=0 o

trecep«

final

preparing_to_send

10

egnd_notification_c2 final




Semantics in M2M
*  Formal description - Machine processability

*  Reasoning/Computation:
— semantics enabled search,
— answering complex queries,
— mining,
— hypothesis validation,

* Management of data: ADREAM
— Validity of data
— Unit
— Type

. First work:

- Models based on Ontology and SWRL
(Semantic Web Rule Language)

-  Web Ontology Language (OWL)
- Jess (Java Expert System Shell)



Conclusion

Very complex domain

— Several knowledge: electronics, networking, telecommunications, information
technologies, control, ....

Maturity of base technologies

A domain of many challenges: networks, energy, data, architectures, process
development, services, place of human, ....

OneM2M an adequate and good solution if adopted by industry and people
— International vision
— Network interaction
— Semantics

Research and implementation of the LAAS — SARA group focus on:
— Dynamic management
— QoS
— Models for loT
— Semantics
— Autonomous Networking
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Thank you for your attention

¢'~9¢‘ ONMZ2M
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